Clinical Safety Testing of Healthcare IT systems– A Rationale
Clinical safety testing of healthcare IT systems is now a well established requirement and is underpinned by a set of mature methodologies. The aim of such testing is to identify defects in the processes under scrutiny which may have an adverse effect on patient care and, as far as possible to quantify the resultant risk. Failure to engage in such testing may have many consequences which vary according to the processes concerned. Historically these have included the mis-identification of patients, the entry of erroneous medication information, the entry of erroneous laboratory results, failure of decision support mechanisms, loss of crucial record data, the inclusion of false diagnostic information and so on. All of these defects can have potentially serious consequences for patient safety.
Broadly speaking there are three areas of safety testing activity in healthcare systems. 
These are:

The testing of application functionality of systems

This tends to be done in house by suppliers with subsequent beta testing at live sites and is not normally subject to external scrutiny

The testing of functional requirements externally imposed

This tends to be performed jointly by the suppliers concerned and by a team who are responsible to the imposing authority

The testing of systems in an interoperability context

This covers the major part of the clinical safety testing requirement and includes any process where healthcare information is exchanged (e.g. GP2GP transfer, electronic laboratory results, ECS publication etc) Since in every case more than one system is involved with some form of communication modality between them, it is almost always necessary for this sort of testing to be performed by a team external to the suppliers concerned.
The methodologies for safety testing vary according to which of these categories of testing are being undertaken but, broadly speaking, the personnel concerned need to have both technical and clinical skills (not necessarily in the same individual) and an ability both to manage sustained scrutiny and reach appropriate conclusions on the identification of risk where that occurs.

Scotland
A test environment has been setup at NISG to support Scottish Enhanced Functionality (SEF) the test bed is managed by the National Testing and Validation function as part of NSS NISG (National Information Systems Group).
The Validation and testing team is responsible for managing the testing processes and ensuring appropriate approaches are applied dependant on the change and potential impact to wider national systems.  They will engage with:

· Change sponsors (SG, Boards, NSS etc)

· End users (may include GPs/clinicians, facilitators or practice managers/staff dependant on the functional area affected)

· Suppliers (clinical systems or national systems providers)
The testing of application functionality of systems

While remains the responsibility of the supplier – the team may in future become responsible for ensuring suppliers have appropriate testing processes in place for this as part of change and release support for boards.

The testing of functional requirements externally imposed

The team work with the change sponsor (imposing authority) to help produce clear specifications for suppliers – for example DES osteoporosis or Palliative care – the team will produce Test Scripts and OBS (Output based specifications) in which to assess the functionality against.  
The team will engage with appropriate end users to test the functionality and outputs against the specification (does what it says on the tin)
The test approach of scripts vs “play and break” will depend on the type and scope of the change.
End user involvement is key to provide specialist knowledge that the functional testers may not possess – NISG role is to provide witness testing to the programme and therefore need to remain neutral. 

The testing of systems in an interoperability context

This is a more complex testing area, it is envisaged that the NISG test environment will interact with other systems where appropriate.  Currently this is limited to ePharmacy and ECS but can be extended when needed.  The KIS project will be the first major project which involves interoperability to go through this new environment.  This may also include live environment testing as part of beta testing and the test team will work with suppliers and users to ensure a structured approach.
